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1 Introduction

To allow members of your organization to use Fabasoft Cloud with client-certificates, you need

a certificate authority (CA) for your organization. This CA is used to issue the user certificates for

the members of your organization. In the following chapters you can learn how to create a CA
and user certificates. Furthermore, you can find information about how to configure the log-in

with certificate for your organization in Fabasoft Cloud.

In the user certificates you may use these characters: a-z, A-Z, 0-9. The common name (CN) of

the user certificate may consist additionally of those special characters: 6,3,0,8,-;

2 Create a CA via OpenSSL

2.1 Preparation

Create a directory for your CA and configure it in your openssl.cnf (Parameter “dir”).

In this Case “/etc/pki/CA” will be used.

2.2 Create a Private Key

mkdir -p /etc/pki/CA/private
cd /etc/pki/CA/

openssl genrsa -des3 -out private/cakey.pem 2048

2.3 Create a CSR

openssl req -new -key private/cakey.pem \

-out careqg.pem

Fill out the fields for the DN (Distinguished Name) like the country name, the name of your
organization and the common name of your certificate authority.

2.4 Create a Certificate

openssl x509 -days 1095 -signkey private/cakey.pem \
-CAserial serial \
-set_serial 00 \
-in careq.pem -req \

-out cacert.pem

2.5 Convert a Certificate

openssl x509 -in cacert.pem \
-out cacert.cer \

-outform DER

2.6 Create a CA Serial File

echo -n '00' > serial
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2.7 Add a CA to index.txt

The index.txt is a tab separated file with the following columns:
e State: “V” for Valid, “E” for Expired and “R" for revoked
e Enddate: in the format YYMMDDHHmMmssZ (the “Z” stands for Zulu/GMT)
e Date of Revocation: same format as “Enddate”
e Serial: serial of the certificate
¢ Path to Certificate: can also be “unknown”

e Subject: subject of the certificate

You can parse the values from the certificate:

openssl x509 -in cacert.pem -serial -enddate -subject

2.8 Create an Entry for the CA Certificate

echo -e "V\t120522135101z\t\t00\tcacert.pem\t/C=AT/ST=Upper
Austria/L=Linz/0=MyCompany/CN=MY Companys CA" > index.txt

3 Create User Certificates via OpenSSL

3.1 Create a Private Key

mkdir -p /etc/pki/CA/newcerts

openssl genrsa -out newcerts/username key.pem 2048

3.2 Create a CSR

openssl reqg -utf8 -nameopt oneline,utf8 -new -key newcerts/username key.pem \

-out newcerts/username req.pem

3.3 Create a Certificate

openssl x509 -days 365 -CA cacert.pem \
-CAkey private/cakey.pem \
-CAserial serial \
-in newcerts/username reqg.pem -req \

-out newcerts/username.pem

3.4 Convert a Certificate

openssl pkcsl2 -export -in newcerts/username.pem \
-inkey newcerts/username key.pem \

-out newcerts/username.pl2

3.5 Add a Certificate to index.txt

openssl x509 -in newcerts/username.pem -serial -enddate -subject
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echo —e "V\t120522155648z\t\t0l\tnewcerts/username.pem\t/C=AT/ST=Upper
Austria/L=Linz/0O=MyCompany/CN=Username/emailAddress=username@mycompany.com" >>
index.txt

4 Certificate Revocation List via OpenSSL

4.1 Create a CRL

echo -ne '00' > crlnumber

openssl ca —-gencrl -out crl.pem

4.2 Revoke a Certificate

openssl ca -revoke newcerts/username.pem

openssl ca —-gencrl -out crl.pem

5 Create a CA via Apple Keychain

1. Open “Keychain Access".

2. Select “Keychain Access” > “Certificate Assistant” > “Create a Certificate Authority”.
LOTLETT TGOS File Edit  View Winda Help
About Keychain Access Keychain Access
Keychain First Aid HA
Certificate Assistant Open...

Ticket Viewer K Create a Certificate...
i Create a Certificate Authority...
Services ®  Create a Certificate For Someone Else as a Certificate Authority...
Hide Keychain Access  3H Request a Certificate From a Certificate Authority... I TExpires Keychain
Hide Others sl Setthe default Certificate Authority... I
Show Al Evaluate a Certificate...

Quit Keychain Access %0
i

Category
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3. Define “Name” and “Email” for the CA.

I Create Your Certificate Authority

Please specify some information about your CA:

Mame: My Companys CA |
Identity Type: | Self Signed Root CA -+

User Certificate: | SSL Client %]

" Let me override defaults
{i.e. extensions, destination keychain, etc.}

# Make this CA the default

Email from: I me@mycompany.com| H

4. Open the context menu of the created CA.

5. Select “Export”.

‘Mame & Kind Expires
[*EQ My Cor o ; certificate 10.05.20
® myc New Identity Preference... I private key =

Copy "My Companys CA”
Delete “My Companys CA" |

Export "My Companys CA"

Get Info

Evaluate "My Companys CA"...
T

6. Select “Certificate (.cer)” as file format.
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6 Create User Certificates via Apple Keychain

1. Open “Keychain Access".

2. Select “Certificate Assistant” > “Request a Certificate From A Certificate Authority”.

Keychain Access

About Keychain Access Keychain Access

Keychain First Aid A

Certificate Assistant Open...

Ticket Viewer 3K Create a Certificate. ..

Create a Certificate Authority...

Create a Certificate For Someone Else as a Certificate Authority...

Services >

Hide Keychain Access  %H Request a Certificate From a Certificate Authority... [ TExpires Keychain T
Hide Others “CsEH Set the default Certificate Authority...
Show All Evaluate a Certificate... |

Quit Keychain Access  38Q
!

Define “Name” and “Email” for the user.
Select “Save to disk”.

Click “Continue”.

o v MW

Select “Keychain Access"” > “Certificate Assistant” > “Create Certificate For Someone Else as a
Certificate Authority”.

Keychain Access N3l :

About Keychain Access Keychain Access
Preferences... ES

Keychain First Aid CEA

Certificate Assistant Open...

Ticket Viewer LK Create a Certificate. ..
Create a Certificate Authority...
Services ®  Create a Certificate For Someone Else as a Certificate Authority...
Hide Keychain Access  3H Request a Certificate From a Certificate Authority... | —rre— Keychain |
Hide Others TE®H Set the default Certificate Authority... I
Show All Evaluate a Certificate... |

Quit Keychain Access  32Q
!
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7. Drag the request created before.

PN a0 o

Certificate Assistant

Create a Certificate For Someone Else

Please specify a Certificate Signing Request (C5R) used to
generate a certificate.

The C5R is created when someone requests a certificate from a CA.
When someone uses this assistant to request a certificate, the C5R is
sent to you via e-mail.

Drag the CSR here.

You can also drag the CSR onto this assistant’s application icon

[ Learn More...

Continue

8. Select your CA created before.

P B T )

Certificate Assistant

Issuing Certificate Authority

Please specify the issuing Certificate Authority for
user.name’s (user@mycompany.com) certificate request.

4k
e

Issuing CA: f My Companys CA

[ 1 Make this CA the default

[ Let me override defaults for this request

[ Learn More...
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7 Certificates in a Microsoft Windows Environment

Before you start, you have to plan your CA hierarchy. The following is only an example and may
not fit for your organization.

For more information see:

e http://social.technet.microsoft.com/wiki/contents/articles/pki-design-brief-overview.aspx

e http://technet.microsoft.com/en-us/library/cc772393(v=ws.10).aspx

e http://technet.microsoft.com/en-us/library/cc731522.aspx

To carry out the following steps, you need a running Active Directory, all necessary licenses and
an external web server.

7.1 Certificate Authority (CA)

In the following example, only a single root is chosen. The CA uses a SHA-512 hash algorithm, a
4096 character key and a 5-year validation time. Set the parameters according to your company
guidelines.

The CRL in this example is available here (you may adapt it for your organization):
http://localhost/certenroll/<CA common name>.crl

For information about how to use your Public Key Infrastructure (PKI) with the Fabasoft Cloud,
see chapter 8 “Configure the Certificate Log-in for a Fabasoft Cloud Organization”.

The Active Directory is used for the automatic user certificate enrollment.

7.2 Install Active Directory Certificate Services

To add the “Active Directory Certificate Services” role, proceed as follows:

1. Start the “Add Roles and Features Wizard” (“Server Manager” > “Manage” > “Add Roles and
Features”).

2. Carry out a Role-based or feature-based installation on the desired server.

Select “Active Directory Certificate Services” and follow the wizard.

fi, Add Roles and Features Wizard — O *
( e . - DESTINATION SERVER
-\_‘t‘|t‘\-\_t Ser v’e rO|eS w201 6.examiple.com

Before You Begin Select one or more roles to install on the selected server.

Installation Type Rolas Description

Server Selection Aot - —_ — Active Directory Certificate Services
tive Directory Certificate Service: ¥

| Active Directory Domain Services (Installed) (AD CS} is used to create

/| Active Directory Federation Services (Installed) certification autherities and related

IR [] Active Directory Lightweight Directory Services role services that_a_llc‘w YoU tC.ISSLIE
CCs [] Active Directory Rights Management Services anq ERanag cn:artlflca:es usedina
Role Servicas [[] Device Health Attestation variety of applications
I [] DHCP Server
Confirmation | DNS Server (Installed)
[] Fax Server

I [®] File and Storage Services (2 of 12 installed)

4. As Role services select “Certification Authority” and “Certification Authority Web Enrollment”
and follow the wizard.
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Note: The web enrollment is needed to provide the CRL.

Fﬂ Add Roles and Features Wizard — [}

DESTINATION SERVER

Select role services 22016 aemple.com

Before You Begin Select the role services to install for Active Directory Certificate Services

Role Services [[] Online Responder

Web Server Role (1IS)
Role Services

Confirmation

5. Click “Install”.

7.3 Configure Active Directory Certificate Services

To configure Active Directory Certificate Services, proceed as follows:

1.

Start the “AD CS Configuration Wizard” (“Server Manager” > “Notifications” > “Configure

Active Directory Certificate Services").

2. Specify the credentials to configure role services.

Installation Type Role services Description

Server Salection Certification Authority Certification Authority (CA) is used

Server Roles [] Certificate Enrollment Policy Web Service to issue and manage certificates.

FeaEs [] Certificate Enrollment Web Service Mull_lple CAS can be linked to form a
== Certification Authority Web Enrcllment public key infrastructure.

ADCS [] Metwerk Device Enrallment Service

& AD CS Configuration - m} *

. DESTINATION SERVER
Credeﬂ__la|5 ws2016.example.com

Credentials Specify credentials to configure role services

Role Services

To install the following role services you must belong to the local Administrators group:

* Standalone certification authority
* Certification Authority Web Enroliment
* Online Responder
To install the following role services you must belong to the Enterprise Admins group:

* Enterprise certification authority

* Certificate Enrollment Policy Web Service
* Certificate Enrollment Web Service

* Network Device Enrollment Service

Credentials; EXAMPLEVAdministrator

More about AD CS Server Roles

CA and User Certificate Management
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3. Select the “Certification Authority” and “Certification Authority Web Enroliment” role

services.

= ADCS Configuration

Role Services

Credentials

CA Type

Private Key
Cryptography
CA Name
Validity Period

Certificate Database

Confirmation

Select Role Services to configure

Certification Authority

Certification Authority Web Enrollment
Online Responder
Network Device Enroliment Service
Certificate Enrollment Web Service
Certificate Enrollment Policy Web Service

More about AD CS Server Roles

< Previous | | Mext »

- ] >

DESTINATION SERVER
ws2016.example.com

Configure Cancel

Select Enterprise CA.

f& AD CS Configuration

Setup Type

Credentials

Role Services

Setup Type

CA Type

Private Key
Cryptography
CA Name
Validity Pericd

Certificate Database

Confirmation

Specify the setup type of the CA

— O X

DESTINATION SERVER
ws2016.example.com

Enterprise certification authorities (CAs) can use Active Directery Domain Services (AD DS) to
simplify the management of certificates, Standalone CAs do not use AD DS to issue or manage

certificates.

(@) Enterprise CA

Enterprise CAs must be domain members and are typically online to issue certificates or

certificate policies.

() Standalone CA

Standalene CAs can be members er a workgroup or domain. Standalone CAs do not require AD

D5 and can be used without a network connection (offline).

More about Setup Type

< Previous | | Next >

Configure Cancel
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5. Select Root CA.

f AD CS Configuration - m} *

DESTINATION SERVER

CA Ty pe ws2016.example.com

Cradentials Specify the type of the CA

Role Services

Setup Type When you install Active Directory Certificate Services (AD CS), you are creating or extending a
public key infrastructure (PKI) hierarchy. A root CA is at the top of the PKI hierarchy and issues its
CA Type own self-signed certificate. A subordinate CA receives a certificate from the CA above it in the PKI
Private Kay hierarchy.
Cryptography ® Root CA
CA Name Root CAs are the first and may be the only CAs configured in a PKI hierarchy.

Validity Period O Subordinate CA

Subordinate CAs require an established PKI hierarchy and are authorized to issue certificates by
Confirmation the CA above them in the hierarchy.

Certificate Database

Maore about CA Type

| < Previous | | Next > Configure

6. Define your desired private key settings.
& AD CS Configuration - m} *

. DESTINATION SERVER
P r|Vate Key ws2016.example.com

Credentials Specify the type of the private key

Role Services

Setup Type To generate and issue certificates to clients, a certification authority (CA) must have a private key.
CA Type (®) Create a new private key
Private Key Use this option if you do not have a private key or want to create a new private key.
Cryptography — - .
JpregrERn, () Use existing private key
CAName Use this option to ensure continuity with previcusly issued certificates when reinstalling a CA,
Walidity Pericd Select a certificate and use its associated private key
Certificate Database Select this option if you have an existing certificate on this computer or if you want to

) import a certificate and use its associated private key.
Confirmation o } )
Select an existing private key on this computer

Select this option if you have retained private keys from a previous installation or want to
use a private key from an alternate source.

Maore about Private Key

< Previous | | MNext = Configure Cancel
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7. Define the cryptographic options according to your company guidelines.
f AD CS Configuration - m} *

DESTINATION SERVER

Cryptography for CA ws2016.example.com
Credentials Specify the cryptographic options
Role Services
Setup Type Select a cryptographic provider: Key length:
CA Type RSA#Microsoft Software Key Storage Provider ¥ || 4096 v
ATEE 4] Select the hash algorithm for signing certificates issued by this CA:
SHAZ256 -
CA Name SHA3EL
Walidity Period | SHA512
Certificate Database SHAT »
MDS

Confirmation

[] Allow administrator interaction when the private key is accessed by the CA.

Mare about Cryptography

< Previous | | Next > Configure

8. Enter a common name for the CA.
& AD CS Configuration - m} *

DESTINATION SERVER

CA N ame ws2016.example.com
Credentials Specify the name of the CA
Role Services
Setup Type Type a common name to identify this certification authority (CA). This name is added to all
P certificates issued by the CA. Distinguished name suffix values are automatically generated but can
=AYy Re be modified.
Private Key
Common name for this CA:
Cryptography
|example-ws2016-CA |
CA Mame
Validity Period Distinguished name suffix:
Certificate Database DC=example DC=com

Confirmation
' Preview of distinguished nama:

CN=example-W52016-CA,DC=example,DC=com

More about CA Name

< Previous | | MNext = Configure Cancel
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9. Define the validity period.

f AD CS Configuration - m} *

DESTINATION SERVER

Va|ldlty PeﬂOd ws2016.example.com
Cradentials Specify the validity period
Raole Services
Setup Type Select the validity period for the certificate generated for this certification authority (CA):
CA Type 5 Years N
Private Key CA expiration Date: 9/6/2023 4:59:00 AM
Cryptography The validity period configured for this CA certificate should exceed the validity period for the
A Mame certificates it will issue,

Certificate Database

Confirmation

Mare about Validity Peried

< Previous | | Next > Configure
10. Define the database location.
& AD CS Configuration - m} *
DESTINATION SERVER
CA Data base ws2016.example.com
Credentials Specify the database locations
Role Services
Setup Type Certificate database location:
CA Type |t:\Window5\system32'\CertLog
FIEE 457 Certificate database log location:
Cryptography C\Windows\system32\CertLog
CA Mame

Validity Period

Certificate Database

Confirmation

More about CA Database

< Previous | | MNext = Configure Cancel
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11. Check the settings and click “Configure”.

f AD CS Configuration - m} *
. . DESTINATION SERVER
Co nI]c| rmation ws2016.example.com
Credentials To configure the following roles, role servicas, or features, click Configure,
Role Services @ Active Directory Certificate Services

Certification Authority

CA Type: Enterprise Root

Cryptographic provider: RSA#Microsoft Software Key Storage Provider
Cryptography Hash Algorithm: SHAS12
CA MName Key Length: 4096

Allow Administrator Interaction: Disabled

Certificate Validity Period: 9/6/2023 4:59:00 AM

L Distinguished Name: CN=example-W52016-CA,DC=example,DC=com
Certificate Database Location:  C\Windows\system32\Certlog

Certificate Database Log CAWindows\system32\Certlog
Location:

Certification Authority Web Enrollment

Next > | Configure || Cancel

7.4 Define an Automatic Rollout of User Certificates

To enable an automatic rollout of user certificates via group policies check the corresponding
properties in the default domain policy.

Make sure that the every domain user can auto-enroll the specific certificate template.

7.5 Export Root and Issuing Certificates

Start certmgr.msc and export the root certificate (“Trusted Root Certification Authority” >
“Certificates” > certificate’s context menu > “All Tasks” > “Export” > “DER encoded binary X.509").
If you have intermediate CAs, repeat the export for all these certificates.

The usage of these files is described in the next chapter.

8 Configure the Certificate Log-in for a Fabasoft Cloud Organization

To allow members of your organization to log in with certificates, the following requirements
must be met:
e All certificates as files (CER files in PEM format) from the certification path to the root
certificate of your organization.
In the example below, the certificate “Fabasoft AG" is the root certificate of the organization
and the certificate “Fabasoft CA" is the only other required certificate from the certification
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path.

p  Certificate S
General Detgils Certification Path

Certification path
—FSJ Fabasoft AG

EToocr

e URLs to the Certificate Revocation Lists (CRLs).

8.1 Configure the Cloud Organization

In order that members of your organization can log in via a client certificate, all certificate
authorities that are allowed to issue client certificates for your organization, have to be stored
in the corresponding field as CER files in PEM format.

Additionally, you have to store the superordinate root and intermediate certificate authorities
for the issuing certificate authorities in the corresponding field as CER files in PEM format.
Provide for each root, intermediate and issuing certificate authority the corresponding

certificate revocation list URLs. You can define whether a two-factor authentication is necessary

when using the certificate log-in.
The CN of the certificates and the DN of the issuer must not contain special characters.

To complete the certificate configuration for your organization, you have to add the common
name of the corresponding client certificates to the members (see next chapter).

Note: You can also define certificate settings for external organizations. This way you can
provide a client certificate log-in for your external members, too.

To configure your cloud organization, proceed as follows:

1. Navigate in your organization, open the “Advanced Settings” widget and click the “Login
Options" > “Certificate” action.

2. Import the certificates authorities and enter the certificate revocation list URLs.

3. Click "Save”.

8.2 Assign Common Names for the User Certificates

To complete the configuration of the log-in with certificates for your organization, you have to
register the common name of the user certificates for all members of your organization.

To assign a common name to a user, proceed as follows:

1. Navigate in the desired member and click the “Properties” action.
2. Onthe “Account” tab, enter the Common Name (CN).

3. Click “Next" to save the changes.

Note: You may open the user certificate with certmgr.msc on a Microsoft Windows system.
The common name can be found in the Subjectfield.
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8.3 Use Certificates on an iOS Device

In order to use the certificate in Safari on your iPhone or iPad you have to install the certificate
via a profile on your device. You may use Apple’s “iPhone Configuration Utility” to install
configuration profiles with the certificate of the user on your device.

If you want to use the certificate to log in with the Fabasoft Cloud App, you have to upload the
certificate as PKCS #12 file to the Fabasoft Cloud App documents on the iOS device.

To export the certificate file by using e.g. the certmgr.msc utility on a Microsoft Windows
system, proceed as follows:

1. Navigate to the certificate.

2. On the context menu of the certificate, click “All Tasks” > “Export”.
3. Include the private key.

4. Select the PKCS #12 file format.

5. Enter a password to protect the private key.

6

Define the file name.
To upload the certificate to the Fabasoft Cloud App, proceed as follows:

1. Connect your device to your PC and start iTunes.
Select your device in iTunes and click “File Sharing” in the left area.

In the “Apps” section, click “Fabasoft Cloud”. Drag the previously created certificate file on
the Fabasoft Cloud documents list.

4, Start the Fabasoft Cloud app on your iOS device. The “Import Certificate” dialog is shown.
Enter the password you have chosen during export and press the “Open” button. Confirm
the import by pressing the “Import” button.

5. Now you can use the certificate on the log-in dialog of the Fabasoft Cloud.
Note: Alternatively, certificates can be uploaded to Teamrooms in the Fabasoft Cloud. To install
a certificate, the respective user must navigate to the certificate and press the “Import

Certificate” action. This way, administrators can conveniently provide certificates for all
organization members.
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