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1 Overview of the functionality

This app provides the “Microsoft Graph E-Mail Import” object and thereby enables the import of e-
mails to Fabasoft Approve using the Microsoft Graph API.

2 General procedure

In this chapter, the general procedure is explained in a concise way to get an overview. The
subsequent chapters explain the steps in more detail.

e Registration of application in Active Directory (AD)
¢ Creation of Microsoft Graph E-Mail Import object

3 Registration of an application in AD

In order to use the Microsoft Graph Toolkit an application has to be registered inside the AD. This
application enables the access to resources via OAuth. The registration of an application can be
accomplished by clicking the “New registration” button as shown in the following illustration.

e > MsF
i, MSFT | App registrations =

Library (ADAL) and Azure Active Directory Graph. e will continus to provid technical support and security updates but we will o longer pravide feature updates. Applicaticns wil

tions  Deletad applications

name o application iclient ID to filter these r. p Add fiters

Application (client) 1D Created on Ty Cerificates & secrets

Thereafter a name for the application along with some additional information has to be provided
(see the illustration below). For the “Supported account types” the option “Accounts in this
organizational directory only (MSFT only - Single tenant)” has to be checked. Moreover, a “Redirect
URI (optional)” has to be specified. In the dropdown menu “Web" has to be selected. The
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authentication response will be returned to this URI, which has to have the format shown in the
following illustration.

— Microsoft Azure £ Search resources, services, and docs (G+/) I

Home > MSFT | App registrations

Register an application

* Name

The user-facing display name for this application (this can be changed later).

Test application

Supported account types

Whe can use this application or access this API?

(®) Accounts in this organizational directory only (MSFT only - Single tenant)

(O Accounts in any organizational directory (Any Microsoft Entra ID tenant - Multitenant)

(O Accounts in any organizational directory (Any Microsoft Entra ID tenant - Multitenant) and personal Microsoft accounts (e.g. Skype,
Xbox)

(O Personal Microsoft accounts only

Help me choose.

Redirect URI (optional)

We'll return the authentication response to this URI after successfully authenticating the user. Providing this now is optional and it can be
changed later, but a value is required for most authentication scenarios

Web v | | eg. https;//example.com/auth

Register an app you're working on here. Integrate gallery apps and ather apps from outside your organization by adding from Enterprise applications

gree to the Microsoft Platform Policies

If the registration is completed with the marked “Register” button, the application will appear in the
list shown in the beginning. After the registration of the application, a Client Secret has to be
generated. This can be achieved when selecting the application following the marked steps:

Home » MSFT | App registrations > Test a

Test application | Certificates & secrets  #

B Got feechack!

Recommended: 180 days (8 manths) v

Crecentials enable confidntial zpplizations to identify themselves to the authenticaion service wher
scheme). For a higher level of assurance, we recommend Lsing a centficate (instead of 2 client secret) as a

kens 2t 2 web addressable location (using an HTTFS

il

A" Intagration assistant

Manage

@ 2ppication regatration certficates, secrets and fecerated credentiais can be f2und n the tabs below. *

£ erancing & propeniss

J Authentication

2 Certificates (0) Client sacrets (1) Federated credentials (0)

Cartificates & secrets 1 —
& sacret string that th application uses to prove its identity when requesting a token. Alsc can be refemed 10 as application password,

! Token corfiguration

& apt penmissions
@ Expose an AP Description. Expires vaiue O Secret 1D
E App roles [T

&, Roles and adminstrators
I Manifest

Suppart + Troubleshooting

& Troubleshooting

5

After the creation of the Client Secret, it will appear in the list of Client Secrets. In this view the value
of the Client Secret can be found, which will be needed later in this example. The necessary
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information about the application can be viewed under the menu item "Overview" as shown in the
following illustration:

£ search resources, services, and docs (G+/) [EN T ’ B 0 & &
Home > MSFT | App registrations
i Test application » - X

O Search ¢ [i] Delete &P Endpoints [l Preview features

B Overview
- Essentials
Quickstart
Display name Client credentials
#  Integration assistant est ation

Application (client) ID
Manage

B Branding & properties Object ID
\pplication ID UR
2D Authentication

Directory (tenant) ID Man plic

ph User Import

ation in local directory

Certificates & secrets

111 Token configuration

- AP| permissions

For further information on creating an AD application, consider to follow the following link: Create
an AD application to use with the Microsoft Graph Toolkit

4 Microsoft Graph E-Mail Import Object

In the next step, a “Microsoft Graph E-Mail Import” object has to be created. This object enables the
import of e-mails from Microsoft Azure Active Directory (AD) to Fabasoft Approve using the
Microsoft Graph API.

4.1 Properties

The following fields are available for Microsoft Graph E-Mail Import Objects:

e Name
The name of the “Microsoft Graph E-Mail Import” object is entered here, which is solely for
descriptive purposes.

e C(lient ID
The “Application (client) ID" shown in the “Overview” tab inside the AD has to be entered here.
This is the unique identifier of the previously generated application and is needed to
authenticate with AD.

o (lient Secret
This is the secret application key and can be created during the registration of application in
AD. It is a secret string used by the application to request an OAuth-token. It is often also
referred as “application password”. The value (not the ID) of the Client Secret has to be entered
in this input field.

e Account Type
In this field you have to select the account type. In most enterprise scenarios this will be
“Organizations Only”.

o Mailbox Type
In this field you have to select the mailbox type, either “Personal Mailbox" or “Shared Mailbox".

o E-Mail Folder
In this field you can specify the name of the e-mail folder to import e-mails from. If left
undefined, e-mails will be imported from the e-mail folder “Inbox".
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o Target Folder
In this field you have to select the target folder where the imported e-mails will be created.

o Target List
In this field you have to select the list of the target folder where to store the imported e-mails.

e Enable Check for Duplicate E-Mails
If enabled, a check for duplicate e-mails will be performed based on the “Internet Message ID"
(IMID) of the processed e-mails. A list with the IMIDs of the e-mails already processed is kept in
the background and a new e-mail is only imported if its IMID is not yet in the list. For
performance reasons, it is advisable to periodically clean up the e-mail folder from which e-
mails are imported by removing or moving e-mails that have already been processed and then
executing the “Reset Synchronization State” and “Reset List of Processed E-Mail Message IDs"
use cases.

e Fetch Interval
In this field the time interval for the automated import of e-mails in the background can be set.
The following intervals are available:

o 5 Minutes
o 15 Minutes
o 30 Minutes
o 1 Hour

o 12 Hours

o 1 Day

e Expression for Filtering E-Mails
This expression is executed on the Microsoft Graph Mail Import object that triggered the e-mail
import. If the expression is specified and returns false, the e-mail is ignored and not processed
any further. If the expression is not specified or returns null or true, the e-mail is imported.

e Expression for Initializing Imported E-Mails
This expression is executed on the Microsoft Graph Mail Import object that triggered the e-mail
import and can be used for the initialization of an imported e-mail. The result of the expression
is ignored.

o E-Mail Address for Error Notifications
If an e-mail address is specified in this field, an e-mail containing additional information about
the cause of the error will be sent to this address in the event of an error when importing e-
mails.

e [gnore E-Mail Retrieval Errors
If this field enabled, any errors encountered during the e-mail import will be ignored.
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4.2 Actions

The following actions are available for the Microsoft Graph E-Mail Import Object:

4.2.1 Manual Import

In order to trigger the e-mail import manually, select “Import Now" from the context menu or task
pane of the “Microsoft Graph E-Mail Import” object.

4.2.2 (Re-)Authenticate

The “(Re-)Authenticate” use case is only visible when the Client ID and the Client Secret of the in the
“Microsoft Graph E-Mail Import” object is set. When executing this use case, the authentication
process is started. As a result of this action a new user consent is received. Before the first e-mail
import, this use case needs to be executed and an authorized user has to grant the application the
requested permissions to read and retrieve e-mail folders and e-mails from AD.

4.2.3 Reset Synchronization State

This use case allows you to reset the synchronization state retrieved from AD. If you reset the
synchronization state, all e-mails in the specified e-mail folder will be processed again during the
next import operation.

4.2.4 Reset List of Processed E-Mail Message IDs

If the field Enable Check for Duplicate E-Mails is enabled, a list of the “Internet Message ID” (IMID) of
the e-mails already processed is kept in the background and a new e-mail is only imported if its
IMID is not yet in the list. For performance reasons, it is advisable to periodically clean up the e-mail
folder from which e-mails are imported by removing or moving e-mails that have already been
processed and then executing the “Reset Synchronization State” and “Reset List of Processed E-
Mail Message IDs" use cases.
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